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About this Product

For The Device Set-up, installing the plug-ins allows you to obtain the infor-
mation of a copier on the network and/or change its settings.
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Trademarks

Active Directory, Microsoft and Windows are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other coun-
tries.

Intel and Pentium are trademarks or registered trademarks of Intel Corpora-
tion or its subsidiaries in the United States and other countries.

Microsoft® and Windows® are either registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries.

All other product names are trademarks or registered trademarks of their re-
spective companies.

Dialog boxes

N...

Note
The dlialog boxes that appear in this document may differ from those that

appear on your PC, depending on the installed devices, specified set-
tings, and PC that you are using.

...

Note

Unauthorized reproduction, translation or duplication of this document,
whether in its entirety or in part, is strictly prohibited.

The content of this document is subject to change without nofice.

Copyright © 2008 KONICA MINOLTA, INC. All rights reserved.
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Getting Started

1 Getting Started

1.1 System Requirements

Systems must have the following specifications in order to use this software.

Operating System

Windows Vista Enterprise (SP2 or later)*
Windows Vista Business (SP2 or later)*
Windows Vista Ultimate (SP2 or later)*
Windows 7 Enterprise (SP1 or later)*
Windows 7 Professional (SP1 or later)*
Windows 7 Ultimate (SP1 or later)*
Windows 8.1 Pro *

Windows 8.1 Enterprise *

Windows 10 Pro *

Windows 10 Enterprise *

Windows 10 Education *

* 32-bit(x86) and 64-bit(x64) editions are supported.

Computer According to the recommended system requirements of your operating
system.
Memory (RAM) According to the recommended system requirements of your operating

system.

Unused hard drive

100 MB or more

capacity
Display 800 x 600 pixel, 16 bit - color or better
Network TCP/IP protocol

Web browser

Microsoft Internet Explorer
The latest version supported by each OS.

Libraries

Microsoft .NET Framework: Both of the following versions are required.
e NET Framework 3.5 (SP1 or later)

* .NET Framework 4.5 or later

* If you are using Windows 8.1 or Windows 10, install .NET Framework
3.5 separately with the following procedures.

1. Open [Control Panel], and then click [Programs] - [Programs and Fea-
tures] - [Turn Windows features on or off].

2. Select the “.NET Framework 3.5 (includes .NET 2.0 and 3.0)” check
box, and click [OK].

3. Complete the installation according to the instructions shown.

Supported Devices

For details of the copier and the printer (supported device of the plug-in
application), see the Readme of each plug-in application.

Refer to the Readme file for the latest information about the operating envi-

ronment.
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N

Note

In order to use this software, it is necessary to enable OpenAPI from the
device panel by selecting Administration Settings, then System.

1.2 Overview of Functions

For The Device Set-up, installing the following plug-ins allows you to obtain
the information of a copier on the network and/or change its settings.

Plug-in

Description

Data Administrator

Data Administrator is an administration tool with which authen-
tication data and addresses that are registered in the control
panel of supported devices (multifunctional OA equipment)
can be edited and changed from other computers on the net-
work.

HDD Backup Utility

HDD Backup Utility is used to back up (save) and restore (re-
cover) information on media installed in multifunctional prod-
ucts (MFP) on the network.

Log Management Utility

Log Management Utility accesses MFP products on the net-
work, and displays log files (operations and processing
records that include monitoring logs and communications his-
tory) stored on these devices. These can be used in manage-
ment of device usage status, and in troubleshooting.

Font Management Utility

Font Management Utility is a utility that allows you to add and
delete the fonts and the forms for printing of the supported de-
vices (MFPs) that are on a network.

Copy Protection Utility

Copy Protection Utility is used to program multifunctional
products with copy protection and stamp information.
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Software Installation 2

EEE
2 Software Installation

2.1 OpenAPI settings

Some plug-in applications use OpenAPI. On an occasion like this, it is nec-
essary to make a write setting in advance on the device side.

Installation procedure

Before installing the Device Set-Up, specify the OpenAPI settings on the de-
vice.

=  Specify the OpenAPI Login Name and password from the control panel
of the device as necessary.
— For details on the procedure for specifying the OpenAPI settings
from the control panel of the device, refer to the device’s User’s
Guide.

Note
Follow the instructions in the User’s Guide for the device to specify the
settings for SSL transmission.
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Software Installation 2

2.2 Installation of Device Set-Up

Install the Device Set-Up as follows:

N...

Note

When installing the Device Set-Up, the Microsoft .NET Framework is re-
quired to have been installed in advance.

The version of Microsoft .NET Framework is based on the OS to be used.
Refer to page 1-1 for details.

Before installing the utility, be sure to log in with Administrator privileges.
Quit all applications (including virus detection programs) that are running.

Installation

1 Double-click the Setup.exe of the plug-in application you want to in-
stall.

2 Select language and click [OK].

Choose Setup Language

alish [ rit

3 Before installing the plug-in application, a message is displayed in-
forming that the Device Set-Up will be installed. When the message is
displayed, click [OK].

Data Admin ¥4 — InstallShield Wizard

l} To use Data Admin V4, Device Set-Lp must be inctalled. Install Data Admin V4 after you have installed Device Set-Up.
.
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Software Installation 2

4 Click [Next].
% Device Set-Up E‘

welcome to the Device Set-Up

This wizard will install Device Set-Up on your cormputer, To
continue, click Next,

WARNING: This program is prokected by copyright law and
inkernational treaties,

= Back | mextx [ Cancel

5 When you consent to the Software End User License Agreement, se-
lect [l accept the terms in the license agreement] and then click [Next].

i Device Set-Up

License Agreement ‘ il
Please read the Following license agreement carefully. = |

Please choose the language ko display the End User License Agreement.

|Eng\ish -

|15

Software End User License Agreement

PLEASE READ CAREFULLY THE LICENSE AGREEMENT BELOW
BEFORE OPENING THE PACKAGE OF THIZ 30FTWARE
("SOFTWARE"), DOWHNLOADING, INSTALLING OR USING THE
SOFTWARE. OPENING THE PACKAGE, OR DOWNLOADING,
INSTALLING OR URING THE S0OFTWARE BHALL BE DEEMED

TOUR LAWFUL ACCEPTANCE OF THE TERME AND CONDITIONS ¥

(&1 accept the berms in the license agreems

()1 do not accept the kerms in the license agreement

[ < Back. " [ext > ] [ Cancel ]

— When you do not consent to the Software End User License Agree-
ment, you cannot use this software.
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6 Specify a folder into which it is installed, and click [Next].

&5t Device Set-Up

Destination Folder 1 v |
Click. Wext to install to this folder, or click Change ko install to a different folder, "’
G Install Device Set-Up to:
C:\Program FilesiMFP Uklity\Data Administrator Y4y
[ <Back || Mext> | [ Cancel ]

- When changing the location into which an installation is made, click
[Change] to specify the location into which it is installed.

— When no change is made to the location into which an installation
is made, an installation is made into the C:\Program Files\MFP Util-
ity\Data Administrator V4 folder.

7 Select setup type and then click [Next].

%5t Device Set-Up

Setup Type b 4’
Choose the setup bype that best suits your needs. <

Please select a setup type,

Complete

O
All program Features will be installed, (Requires the maost disk
space.)

O Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

[ < Back " Mext = 1 [ Cancel ]

— When selecting [Complete], all program features will be installed.
— When selecting [Custom], select which program features you want
installed and where they will be installed.
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8

Click [Install].

%5t Device Set-Up
Ready to Install the Program
The wizard is ready to begin installation,
Click. Install to begin the installation,

If you wank ta review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

Create a Shortcut on the Desktop,

[ <Back || Install | [ Cancel

]

— When specifying [Create a Shortcut on the Desktop], shortcut is

created on the desktop.

Click [Finish].

i3 Device Set-Up

Setup Completed

to exit the wizard,

< Back. Cancel

The wizard has successfully installed Device Set-Up. Click Finish

The installation is completed.
In addition, install the plug-in application.

For details of the procedure for installation of the plug-in application,

see respective User’s Guides.

Device Set-Up
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2.3 Uninstalling

The uninstallation method of Device Set-Up is as follows.
e Using “Programs and Features” in “Control Panel”

N...

Note
Before uninstalling, quit the Device Set-Up.
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| [ | i
3 How to Use the Device Set-Up

The following procedure describes how to specify the necessary settings
when the Device Set-Up is first started.

3.1 Specifying automatic protection settings

In order to prevent unauthorized use of the application, an access password
and timeout time can be specified. If the length of time that no operation is
performed in this utility exceeds the specified timeout time, the application
is automatically locked. The application can be unlocked if the access pass-
word is entered.

Installation procedure

1 From the Windows Start menu, start the Device Set-Up.

— Click the Windows [Start] - [All Programs] - [MFP Utility] - [Device
Set-Up] - [Device Set-Up].
The Application protect settings dialog box appears.

2 Select [Use auto protect].
3 To use automatic protection, specify the [Timeout Period] and the

[Password].

— After the first time that the utility is started, this dialog box does not
appear. Instead, the main window appears.

Application protect settings

‘welcome to D ata Administrator

To protect against unauthorized use of this software, et a startup password. When no operation
has been performed for the set ime, the software iz paseword-locked.

(3) Use auto protect.

Timeout Period:

30 minutes after v
Password: [ASCI 4-8 char)
Pazzword [Confirmation):
() Mot use auto protect
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How to Use the Device Set-Up 3

4 Click [OK].

The automatic protection settings are applied, and the main window
appears.
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How to Use the Device Set-Up

To change settings

Automatic protection settings can be changed using the menu above the

main window.

1 Click [Tool] from menu and select [Option] - [General].

2 Select [Auto protect] in [Target of setting] field.

Q@ptions in general

Taiget of sating
General
Auto protect

Auito protect
Displayed eolumn of the Device List
Function Selsction Display Order

Help[F1

&

Display the password lock sereen when staring the application and
when na operation s pertarmed for the specified time.

Timeout Period: 0 Minutez)

Change Timeout Period

Change password

Cancel

oK J [

3 Change the Auto protect settings, and then click [OK].

— To turn off automatic protection, clear the check box.

— To change the timeout time, click [Change Timeout Period], and
then change the setting.

— To change the access password, click [Change password], and
then change the password.

The changes are applied to the settings, and the main window appears.

Device Set-Up
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3.2 Main Window

When the Device Set-up is started, the Main window is displayed.

<% Data Administrator - [TOP] [==1E3)
{4 Ele Funclion Tool \Window Help - & x
| +A Riegistration of Device &3 Netwark Inital Setting
| Basic Selfings | Settings for mutiple device | Log | Application infial seifing
Devios list: Number of D 1 Function Selection
Stas| StousDisplyy | P03 Goupname | Modelname  Dvee B Copy PotecStam
o = - = o = = > [ FontéFom
[ € Jonie 10 02| Default Group |G C 0 2
[E4Backup
[PRestore
{5 Receivs Log

Authentication Settings/ Adc
fg Administrator settings

Device Selection Fier
Display Al

N...

Note

The screen above shows the condition in which individual plug-ins are in-
stalled. The screen displayed may vary depending on a plug-in installed.

For the Device Set-up, the operations such as search, registration and

edlit of a copier (supported device) on the network are conducted through
this screen.

For other functions, it is necessary to install each particular plug-in. For

detalled functions of individual plug-ins, refer to the respective user’s
guides.
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Menu Bar
Menu Explanation
File Device List The import/export of the Device list is made.

Exit

Close the application.

Function Edit Copy Protect/Stamp

This can be used when the Copy Protection
Utility plug-in is installed.

Font/Form This can be used when the Font Management
Utility plug-in is installed.

HDD Backup This can be used when the HDD Backup Utility
plug-in is installed.

Restore This can be used when the HDD Backup Utility
plug-in is installed.

Log Viewer This can be used when the Log Management
Utility plug-in is installed.

Receive Log This can be used when the Log Management

Utility plug-in is installed.

Authentication Settings/Address
settings

This can be used when the Data Administrator
plug-in is installed.

Administrator settings

This can be used when the Data Administrator
plug-in is installed.

Settings for multiple devices

Individual functions are collectively handled.

Log

This can be used when the Log Management
Utility plug-in is installed.

Application initial setting

The files set are saved locally with no connec-
tion made to the device.

Tool Option

The optional functions of each plug-in are set.

Device Registration of
Device

Start device registration.

Edit registered
group

Start group settings.

Network initial
setting

Configure default settings for the registered de-
vice network.

LDAP server settings

Configure LDAP server settings.

Function ac- | New

Create a function access restriction file.

cess restric-
tion Open

Open an existing function access restriction
file.

Device Set-Up
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How to Use the Device Set-Up

Menu Explanation
Window Display Top screen dis- | Top screen is displayed.
play
Access history The screen for the access history display is dis-
display played.
Cascade view Display screens cascaded inside the main win-
dow.
Tile Horizontal Display screens inside the main window tiled
horizontally.
Tile Vertical Display screens inside the main window tiled
vertically.
Help Help Display Help.
Version information Display the version of Device Set-Up.

Icon / Tab in main window

Icon / Tab

Explanation

18 TOP

The screen registered as a top screen is displayed.

=+ Registration of Device

The registration of the Device is started.

§ MNetwark Initial Setting

The network of the registered device is initialized.

Basic Settings tab

The Device list is displayed. It is also possible to select a function
from [Function Selection] to the right of the screen.

Settings for multiple
devices tab

Individual functions are collectively processed. The display may
vary depending on a plug-in installed.

Log tab

The log management is made. For this operation, the Log Man-
agement Utility is required to be installed in advance.

Application initial set-
ting tab

The files set are saved locally with no connection made to the de-
vice.

Function Selection

It is possible to select a function that can be used.
The Device Selection Filter allows you also to list up devices that
are provided with supported functions.

Device Set-Up
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| [l
4  Device Registration

The Device Set-up allows you to search and register a supported device on
the network. For the supported device registered, various settings can be
made for each plug-in.

4.1 Search for a supported device

As a method for the search/registration of a supported device, the following

are available.

e Method for searching a supported device on the network

e Method for searching a supported device with the IP address specified.

e Method for registering a supported device from the Function access re-
striction file

e Method for registering a local file

Q

Detail
When making a search for a device on the network, it is also possible to
set the range of search.

Register Found Devices

1 Start the Device Set-Up to display main window.
— For details of the method for displaying the main window, refer to
page 3-1.
2 C||Ck #4 Registration of Device |

<% Data Administrator - [TOP] CEx

{4 Ele Funclion Tool \Window Help - & x

| +A Riegistration of Device &3 Netwark Inital Setting

Display Al
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Device Registration

3 Click [Search and Register].

(3

Registration of Device

Regichation device st Nurnber of Displayed Devicss:1
Regitered Device
Group names Modsl name:
nams addiess Search and Register...

Default Group Generic 45C-1

= Add..

r from funct
access restiction file

Update Dievice Address

bk

Device Search Result list appears.

4 Select the devices to register and click [Select].

Device Search E‘
Device Search Result: Number of Displayed Devices:2
Select Paddiess  Model name syahlame Select
" Generic 45C-1
Tirneout Period
10 ~ | secandls)
< k)

— When a search for a device is made again, click [Re-search].

5  Click [OK].

Device Set-Up



Device Registration 4

6 When the administrator password of the device is required to be en-
tered, enter the password and then click [OK].

Administrator Password Batch Setting FZ|
“You can zet the same Administrator Pazsword for all specified devices.
Save the administrator password.
Administratar paszwaord: I:l
Administratar passward l:l
[Confirmation):
HelplF1 [ oK | [ cance |

7 cClick [Close] in Result of Registration Processing window.

Result of Registration Processing &l

Processing result: Mumber of Dizplayed Devices:1

Status Device address Model name

8  Click [Close].

The devices are registered.

N...

Note
[/t sometimes takes more than two minutes before the device registered
/s displayed in the Device list on the main window.

When the device cannot be searched:

There is a possibility that this is not set as “Exceptions program” while in
the setting of the firewall. Set this application as “Exceptions program”
while in the setting of the firewall for the network setting of the PC.

Device Set-Up 4-3



Device Registration

Registration with the IP address specified

1

page 3-1.

Click #a Registration of Device |

Start the Device Set-Up to display main window.

For details of the method for displaying the main window, refer to

<% Data Ad
[ Ele  Function Tool \Window Help -8 x
= | #2 Registration of Device & Network Initial S etting
Easic Seltings || Settings for mutipls device | Log selting
Device lst Number of Di 1 Fnction Selection
Status StahusDisplay | 2012 Group name Model name Dl B Edi Copy Protect/Stamp
= = [E5FantFom
(& o | [oeai o[
[FBackup
[PRestore
E
=
Receive Log
Authentication Settings/ Adc
Ao Administiator setings.
Device Selection Fiter
Display Al -
Registration of Device §
Registration device list MNumber of Displayed Devices:1
Registered Device
ey Group name Wodel name i

Helo[F1

Search and Register...
)

ister from function
access restiction fil

Update Dievics Address

Close

Device Set-Up
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4

Add Device

Device address™

HellF1 [

Enter the Metwark Address of the device to be registered.

Enter the IP address in [Device address] text box and click [OK].

5]

[IPv4, IP+E, SMB Haost Mame

Detailz

Mormally there iz no need to change the items below.

. DNS Host Name]

SNMPY1 Read Community Mame: |pubhc

SMMPY3 Discovery Uzer Mame: |pubhc

Context Narme: |

SNMP Port Number®

(165535)

0K

/|

Cancel ]

5

Check the contents in Edit device information window and click [OK].

Edit device information -

Sehup Group
5 g5 Dievice address [~ ]
Device address
Opentt
TEP Socket
SHMP Group name: \Dayau\t Group v \
RawPot Registered name™ [ ]
Model name Generic 45C-1
Device name
[ Save the administrator passward.
Display this devics in the devios st
Help[F1 oK J [ cancel
6  click [Close].

The devices are registered.

...

Note

[/t sometimes takes more than two minutes before the device registered
/s displayed in the Device list on the main window.

Device Set-Up
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4

Registration from the Function access restriction file

It is possible to register a supported device from the Function access restric-
tion file that has been written in advance. For details of the creation of the
Function access restriction file, refer to page 5-11.

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to

page 3-1.

2 C||Ck #4 Registration of Device |

<% Data Administrator - [TOP] [==1E3)
{4 Ele Funclion Tool \Window Help - & x
| +A Riegistration of Device &3 Netwark Inital Setting
| Easic Sellings || Settings for muliple device | Log seing
Devios list: Number of D 1 Function Selection
Staus StatsDisplay | eooed e Model name Device. & Edi Copy Protect/Stamp
o = [ FontéFom
(& oo
[E4Backup
[PRestore
-
2
Receive Log

Authentication Settings/ Adc
fg Administrator settings

Device Selection Fiter
Display Al

3 Click [Register from function access restriction file].

Registration of Device

Registiation devics list

Nurber of Displayed Devicss:1

Fegistered

L Group name

Defaul Group

taodel name:

Device
address

Help(F1

Search and Riegister...

il
=

Edit
-+ fdd..
7 Delete

Redister from function
aceess restiiction file

Update Device Address..

Closs

4 Select “Function access restriction file” and click [Open].

Device Set-Up
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5

Input a decryption password

Please input a decryption password.

Decryption pazsword.

Help(F1

Enter the decryption password and click [OK].

3

0K

Cancel

played, click [Yes].

Import Device List

Select a device to import.

Enter the password and click [OK].

=~

Help(F1

Device list Selected number0 / Displayed number: 1
Fegistered
Select | Giroup name e Device addiess

|»

When the release confirmation screen of the access restriction is dis-

Select device to import by clicking [Select] and click [Next].

X

Cancal

Device Set-Up
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Device Registration 4

9  click [Import].

Import Device List E‘
Click "Import” to import the Device List.
242
Device list: Number of Displaped Devices:1
Status | Group name Registered Device address

name

Help[F1 Back J[ lmpon | [ cancel

10 click [OK].

Data Administrator.

- | ) The Device List has been imported.

The devices are registered.

N

Note

It sometimes takes more than two minutes before the device registered
/s displayed in the Device list on the main window.
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Device Registration 4

Registration of the local file

The setting information created in the local file is registered with no connec-
tion made to the device.

v/ When registering a local file, the Data Administrator is required to have
been installed in advance.

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

2 Click [Application initial setting] tab and select [Register a Local file].

&% Data Administrator - [TOP] EEX
{4 Fle  Funcion Tool \Window Help -8 x
| #2 Registration of Device & Network Initial S etting
Basic Sefings | Setiings for muliple device | Log £ setting |
Register 3 Local file(4)...
3 click [New].
Register from local file \

A zefling data iz et to the local file without connecting the device.

Flease select "New' when pou newlp create the file. Please select "lmport from the baclkup file' when
reading from the backup file of the device,

Method of creating local file
© Hew

) Import from the backup file

File name:

HelpiF1 } I

ok Cancel
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4

click [Browse] and then specify the backup file.

4
5

Click [OK].

Enter all informations and click [OK].

Register. from local file

Fegistered name™;

Help{F1

Please input the registered information of the device.

When reading a backup file, select [Import from the backup file],

Model name:
M arket area: ‘ Japan ht |
Group name: ‘ Default Group W |

J

Cancel

6 When a device is selected that requires option setting, specify option
setting and click [OK].

Authentication setting option

Addrezs setting option
Use of SIP Fax/ IP Address Fax
() Use SIP Fax
() Use IP Address Fax
(3) Mot use bath of them

7 When the confirmation message is displayed, click [OK].

The devices are registered.
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N

Note
[/t sometimes takes more than two minutes before the device registered
/s displayed in the Device list on the main window.

Set the search range

1 Start the Device Set-Up to display main window.
— For details of the method for displaying the main window, refer to
page 3-1.

2 Click #a Registration of Device |

% Data Administrator - [TOP]
{4y Fle Function Tool \indow Help

=) | + Registration of Device E3 Netwark Initial S etting
| Easic Sellings || Settings for muliple device | Log sefting
Devios list: Number of D 1 Function Selection
Staus StatsDisplay | eooed e Model name Device (& Edi Copy Protect/Stamp
o = [ FontéFom
& om0
[E4Backup
[PRestore
-
®
Receive Log
Authentication Settings/ Adc
fg Administrator settings

Device Selection Fier

Display Al

3 click [Search and Register].

Registration of Device

Begistiation device list Kurber of Displayed Devices:1
Fiegistered Device
i Group name Model name i

Search and Fiegister.

iI
5]

Defaul Group Generic 45C-1
Edit.
+3 Add
X Delete..

Rggister from function
cess restnction

Update Dievice Address..

o
g

Device Search Result list appears.
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4 Click [Search settings].

Device Search

Device Search Result:

Mumber of Displayed Devices:2

Select IF addiess

Model nar

Generic 45C-1

HelplF1

syshame Select

Timeout Period

10 v | secandis)

Details setings

— Details settings:
For a device search, specify the priority in registering the device ad-
dress. The priority thus specified here is applicable when the device
address is updated in [Update Device Address].

5  Click [Add].

Device search settings

Device search seftings;

Mumber of Displayad

Search Method

Address

Help(F1}

£

+

£ Add

Edit..

i

&

Delsts

— When a change is made to the search settings that have been reg-
istered, click [Edit].
— When deleting the search settings that have been registered, click

[Delete].

Device Set-Up
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6 Select search method and click [OK].

Device search settings E|
Selectthe search method.
Search hMethod

& IPv4 Broadcast

) IPwd Unicast

O IPYE Multicast

Help{F1} I QK l I Cancel ]

1 Atter setting the IP address, subnet mask, port No. and SNMP V1/V2/
V3 of the search range, click [OK].

Device search settings El

IPv4l Broadcast Search Setting
IF &ddress Setting of Search Range

IF address™
Bubnet Mask* 255.255.255.0
Port Mumber*: 161 (1-65535)

Search settings far SNMP Y12

SMMP W3 search settings
Cantext Name(C) [
B o [ o= |

8  Select the search settings to be added and click [Close].
The search settings are set.

— When a search is made with the search settings that have been set,
click [Re-search].
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Edit of the device registered

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to

page 3-1.

2 Click #a Registration of Device

4% Data Administrator. - [TOP]
[ Ele  Function Tool \Window Help

| € [onine 0

Defal Group

-8 x
= | #2 Registration of Device & Network Initial S etting

Basic Seltings || Settings for muliple devics | Log sefting

Device lst Number of Di 1 Fnction Selection

Status StahusDisplay | 2012 - Model name = & Edi Copy Protect/Stamp

B4 FontdFom

[F4Backup

[PRestore

a

=

Receive Log

Authentication Settings/ Adc

Ao Administiator setings.
Device Selection Fier

Display Al

3 Select the device to edit from the list and click [Edit].

Registration of Device

Fiegistration devics list:

Number of Displayed Devices:1

Reqistered EEprEe

name.

Model name

Generic 45C-1

Device
address

Hedp(F1

£

gister fiom function
access restiction file...

pdate Device Addres:

Device Set-Up
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4 Change setting and click [OK].

Edit device information - 10_125_33_102

Setup Group:

Basic Seflings

Devics addhess

OpensPl

TCP Socket

SHMP

RawPort

Log Management Settings

Help[F1

Device address

Group name:

Begistered name”

Model name

Device name

&

[1012533.102

\DeVau\t Group

~|

[10.12533.102

Generic 45C-1

[ Save the administrator passward,

|
]

Display this devios i the device st

[ i J [ conce

The registration information is edited.

Device Set-Up
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Delete of the device registered

1

Start the Device Set-Up to display main window.

page 3-1.

Click #a Registration of Device |

For details of the method for displaying the main window, refer to

<% Data Administrator - [TOP]

[ Ele  Function Tool \Window Help

| € [onine 0

Defal Group

-8 x
= | #2 Registration of Device & Network Initial S etting

Basic Seltings || Settings for muliple devics | Log sefting

Device lst Number of Di 1 Fnction Selection

Status StahusDisplay | 2012 - Model name = & Edi Copy Protect/Stamp

B4 FontdFom

[F4Backup

[PRestore

a

=

Receive Log

Authentication Settings/ Adc

Ao Administiator setings.
Device Selection Fier

Display Al

Select the device to delete from the list and click [Delete].

Registration of Device

Fiegistration devics ist

Kumber of Displayed Devices-1

Registered

e Bioup rame

Model name

Device
addiess

HelplF1

E5

gister from function
access eshiction fle:
pdate Device Addiess.

Close

Device Set-Up
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4 When the confirmation message is displayed, click [OK].

Data Administrator,

\\.?()' Delete the currently selected device?

The registration information is deleted.
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.
5 Other Functions

For the Device Set-up, the setting of the following can be made other than
the registration of the supported device.

Network Initial Setting

Import/Export of device list

Group setting

The setting of function access restriction file

LDAP server settings

Options settings

5.1 Network Initial Setting

Search a device on the network and then initialize the network.
Initialize the network of the Device

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

2 C||Ck A Network Initial Setting

— When the search range of the Device is not yet set, click [Search
settings] to add the search range. For details of the search range
setting, refer to page 4-11.

— A search for devices is started. And devices that have been
searched are displayed in the list of the network initialization
screen.
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5

3

4

Select devices from the list for which to configure network default set-
tings, and click [Network Settings].

Network Initial Setting

Device Search Result

Mumber of Displayed Devices:2

Status

IP addiess | Model name
501
* Generic 45C1

sysHlame

Search settings.

Timeout Period:

HelolF1

10 | seconds)
>

Set required items, and click [Change settings].

Network Settings
Target of setting
Device: Infamation
IPv& Model name
IP address
MAL address
Basic Seftings
Device Mame (syshame):
Location [sysLocation]
IP+4 Setting
P address setting method:
1P address:
Subret Mask:
Default Gateway
Helo(F1

| Generic 4501

|00:20:605c:bbicd

G Obtain P Address automatically

O Set P Address manually

Change setiings ] I Close

Device Information:
Displays currently set device Model name, IP address, and MAC

address settings.

(sysLocation):

Device Name (sysName): Input the device name.
— Location
Input the location where the device is installed.
Obtain IP Address automatically:

Select this to have the device IP address automatically set by the
DHCP server.

Device Set-Up
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— Set IP Address manually:
Select this to enable the following text boxes, enabling specifica-
tion of device IP addresses.

— IP address: Input the IP address of the device.

— Subnet Mask: Input the Subnet mask of the device.

— Default Gateway: Input the default gateway of the device.

5 When the confirmation message is displayed, click [Yes].

Data Administrator

L E Da vou wank o change network, setting?
L

6 Click [OK].

Data Administrator

. | ) Completed ko change network, setking.

7 Click [OK].

Data Administrator

1)  Toconfigure device settings using the plug+in application, the device must be registered. Restart and then register the device,
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8 Click [Close].

Network Settings E|

e

Q

Detail

Configuring network default settings in itself does not allow administra-
tion of devices using Device Set-Up. In order to administrator devices,
first register them with Device Set-Up. For detalls, please refer to “Device
Registration” on page 4-1.
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5.2

Export/Import of the Device list

For the Device Set-up, it is possible to import/export the Device list.

Export of the device list

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to

page 3-1.

2 Select [Device list] - [Export] from the [File] menu.

3 Enter the name of a file to be exported, specify a location into which
the file is saved and then click [Save].

4 Select the device to export from the list and click [Select].

Export Device List

Select a device to export.

Device list

Fiegistered

Select name

Help[F1

10_125_33_102

X

172

Selected number 1 / Displayed number 1

Group name Muodel name

+

Default Group

Hewt ][ e

5 Click [Next].
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6

7 When the confirmation message is displayed, click [OK].

Enter the Encryption password and click [Finished].

Export Device List

Click "Finished" to export to a file.

Encipption password:

Help[F1

Export File Name ‘C:\psda psa

[ mmmm of 32 onebyte characters)

Encryplion Passward [confimation]: l:l

Back

JI

Fished | |

Cancel

)

The Device list is exported. (Extension: psa)

Device Set-Up
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Import of the device list

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to

page 3-1.
2 Select [Device list] - [Import] from the [File] menu.
3 Select the file to import and click [Open].

4 Enterthe Decryption password and click [OK].

Input a decryption password rz|
Please input a decryption password.

Deciyption pazeword: l:l
Help[F1 oK } [ Cancel I

5 Select the device to import from the list and click [Select].

Import Device List g|
Select a device to import.
112
Device list: Selected number.01/ Displayed number: 1
Registered
Select Group name =l Device address -
I T

6 Click [Next].

7 Click [Import].
— When [Connection OK] is not displayed, click [Update].
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8 When the confirmation message is displayed, click [OK].

The Device list is imported.
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Import of the Device list from the previous version

1

4

Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

Select [Device list] - [Import from previous version] from the [File] menu
and select the tool of one of the old versions as shown below.

— Copy Protection Utility
- Font Management Utility
— HDD Backup Utility

- Log Management Utility
— Data Administrator

Select the device to import from the list and click [Select].

Select from the device list. E‘

Select a device to includs in the function access restriction files.

Fiegisiration device Jist Selected number0 /¢ Displayed number; 1

Registered

Default Group Geneiic 45C-1

< ¥
Click [Next].
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5 click [Import].

Import Device List from previous version &‘

Click "Import” to import the Device List.

Device list Number of Displayed Devices:1

Fegistered
Status | Group name i Device addiess

oo Gp |G 501 M

< >

Help[F1 [ Back J[ lmpon | [ cae |

— Clicking [Update] updates the condition of the Device list.

— Clicking [Stop] stops updating the condition of the Device list.
The reading of the condition of the Device list into Device lists is
made only for those in the [Connection OK] status.

The device list of the previous version is read.
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5.3 Function Access Restriction File Settings

Register a device in a function access restriction file. Use of a function ac-
cess restriction file means that some device functions (address settings, etc.)
can be configured without the input of an administrator password.

Create a New Function Access Restriction File

1 Start the Device Set-Up to display main window.
— For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Function access restriction] - [New] from the [Tool] menu.

3 Select the device to set the function access restriction file from the list
and click [Select].

Select from the device list. &‘

Select a devics to include in the funclion access restriction files

Redistration devics list Selected number:0 / Displayed number2

Fiegistered -
Select | H*2 Group nams Modsl name A Select
cfaul Group Generic 450-

< b
4 Click [OK].
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5

Configure the function access restriction file, and click [OK].

Edit device of function access restriction file

Edit the access restriction of the fallawing devices.

Target Device List

Registered name

< |

Function to permit access:

[¥] Authentication setting
[#] Addiess settings
[+#] Administiator settings

HelplF1 I 0K I [ Cancel

— Authentication setting:

Select this to allow access to authentication settings.

— Address settings: Select this to allow access to address settings.

— Administrator settings:

Select this to allow access to administrator settings.

Click [Name and Save], specify the location into which the file is saved,

and then click [Save].

Set the Encryption password and Editing password, and click [OK].

Setting password

one-byte characters]
[confirmation]:

one-byte characters]

Editing pazzword [Confirmation]™: l:l

Help(F1 ok l l Cancel

Device Set-Up
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— Encryption password:
Input the password to use to open the function access restriction
file.

— Encryption password (Confirmation):
Retype the password for confirmation.

— Editing password:
Input the editing password to use to edit the function access re-
striction file.

— Editing password (Confirmation):
Retype the editing password for confirmation.

8  Click [OK].

Data Administrator,

.
\1) The function access restriction fils has been saved.

The function access restriction file is saved.

Q

Detail
Refer to p. 4-6 for more information about registration from function ac-
cess restriction file.
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Add a Device to a Function Access Restriction File

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Function access restriction] - [Open] from the [Tool] menu.

3 Select the function access restriction file to add a device and click
[Open].

4 Enterthe Decryption password, Editing password and click [OK].

Input a password. [‘S_?l
Becuptonpassucid [
HelplF1 I ak l l Cancel

5 click [Select Device].

6 Select the device to add from the list and click [Select], and click [OK].

Select from the device list. E‘

Select a device to includs in the function access restriction files.

Fiegisiration device Jist Selected number0 ¢ Displayed number; 1

Registered
Selct | 1208 Group name Model name -
fegistered | 1012533102 | Dcfault Group

s
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7 Click [Close].

— Click [Edit] to set the function access restriction file as necessary

8  Click [Name and Savel.

The function access restriction file device is added.
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Edit the Function Access Restriction File

1

5
6

7

Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to

page 3-1.

Select [Function access restriction] - [Open] from the [Tool] menu.
Select the function access restriction file to edit and click [Open].

Enter the Decryption password, Editing password and click [OK].

&

Input a password.
HelpiF1 oK I l Cancel

Select the device to edit and click [Edit].

Configure the function access restriction file, and click [OK].

Edit device of function access restriction file

Edit the access restriction of the following devices.

Target Device List

X

Registered name

10_125_33_102

-

nction to permit access:

Font/Farm

Backup and Restore
Log Management
Authentication 5 ettings
Address settings

EKREEE|S

£

elplF1 [ ]

e

Cancel

Click [Name and Save].

The function access restriction file is edited.

Device Set-Up
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Delete the device information from a Function Access Restriction File

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Function access restriction] - [Open] from the [Tool] menu.
3 Select the function access restriction file to delete and click [Open].

4 Enterthe Decryption password, Editing password and click [OK].

Input a password. E|

Help[F1] oK } i Cancel

5  Click [Delete].

6 When the confirmation message is displayed, click [Yes].

Data Administrator

The device information is deleted from a function access restriction file.

7 cClick [Name and Save], specify the location into which the file is saved,
and then click [Save].

The function access restriction file is saved.
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5.4 Group Settings

Register groups to be managed in Device Set-Up. If groups are configured
and many devices are being managed, sorting the device list makes arrang-
ing items easier. Additionally, up to a maximum of 100 groups can be set.

Create a New Group

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to

page 3-1.

2 Select [Device] - [Edit registered group] from the [Tool] menu.

3 Click [New].
Group settings
Group name Mumber of Displayed Devioss:1
Ho. Group name:
Defaul Group [ ElE
]
e

4  Setthe Group name, and click [OK].

Edit group

Group name:

HelolF1 [ 0K, [ conee |

A group is created.

5 click [Close].
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Edit a Group

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Device] - [Edit registered group] from the [Tool] menu.

3  Selecta group to edit from the list and click [Edit].

Group settings E‘
Group name: Murnber of Displayed Devices:1
N Group name
Defaul Group () R
]
o

4 Change the Group name, and click [OK].

Edit group

Group name:

Help(F1 ok ][ camce ]

A group is edited.

5  Click [Close].
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Delete a Group

1 Start the Device Set-Up to display main window.
For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Device] - [Edit registered group] from the [Tool] menu.

3  Selecta group to delete from the list and click [Delete].

Group settings E‘
Group name: Murnber of Displayed Devices:1
N Group name
Defaul Group () R
]
o

4 When the confirmation message is displayed, click [Yes].

Data Administrator

\:.:?/ Do vou want to delete the selected data?

[T ][ e

The group is deleted.

5  Click [Close].
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Set the Default Group

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Device] - [Edit registered group] from the [Tool] menu.

3  Selecta group to make default from the list, and click [Set Default].

Group settings E‘
Group name: Murnber of Displayed Devices:1
N Group name
Defaul Group () R
]
o

wx 9

— The default group is indicated with a “*.

4 Click [Close].

Q

Detail
The default group is indicated with a “*.”

The default group is the initial group displayed when registering a device.
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5.5

LDAP Server Access Settings

Register the LDAP server that reads the information to register on a device.

Add LDAP Server Access Settings

1

Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

Select [LDAP server settings] from the [Tool] menu.

Click [Add].
LDAP server settings FX‘
LDAP server settings Murber of Displayed Devices:0
Directory name LDAF server address
42| Add...
b=l Delste.

Set LDAP server access settings, and click [OK].
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—  When Anonymous is selected

LDAP server settings &‘

LDAP server sattings

Directory name”

LDAP server address™

Search Base;

Port Number (1-65535) [ ssL
(1-9399)

(1-120¢econds]

Segrch maximum number:

Timeout settings

Authentication Setings

@ Anonymous O Simple O HTLM

HelolF1 K ] [ Caned

When Simple is selected

LDAP server settings \

LDAP server seftings

Directory name™ [ J

LDAP server address”

Sgarch Base

Port Number* [165535) O ssL

Search masimum number: (1-933)

Timeout settings [1120secands)

Authentication Settings

3 Anonymous ) Sirnple: O NTLM

User Name: [ |

Password [ J

Password [Corfirmation] [ |

Helo[F1 0K | [ cancal |
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— When NTLM is selected

LDAP server settings E‘
LDAP server setings
Directory name"
LDAP server address™
Search Base
Port Humber™ 389 [1-65535) [ ssL
Search maximum number: 100| [1-9399)

Timeout settings: 30| (1-120seconds)

Authentication Settings
© Bnonymous O Simple @ NTLM
Damain Name”

User Name:

Password

Password [Confimation)

Help(F1 0K Cancel
( J J

— Directory name: Input a name for the current details.
— LDAP server address:
Input the IP address or DNS name of the directory server. If using
SSL, input the DNS name.
— Search Base:
Input the search base. (Up to 512 characters)
(E.g.) ou=sales division, dc=ABCDEFG, dc=com
Consult with the LDAP administrator about search bases to input.
— Port Number:
Specify the port number to be used when accessing LDAP servers.
— SSL: Select when using SSL for LDAP communications.
It is recommended that you use SSL for secure transmission. Not
using SSL means that LDAP data will be transmitted over the net-
work in unsafe ASCII format.
— Search maximum number:
Specify the maximum number of items to show when searching.
— Timeout settings: Specify the transmission timeout for the LDAP
server. (1-120 sec)
— Authentication Settings (Anonymous, Simple, NTLM):
Select the bind type for the LDAP server. Select NTLM when con-
necting to an Active Directory.
— Domain name: Input the domain name.
Input Domain Name when connecting to an Active Directory.
— User Name:
This field can be entered when authentication is not set to Anony-
mous.
— Password:
This field can be entered when authentication is not set to Anony-
mous.
— Password (Confirmation): Re-input password for confirmation.
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Click [OK].
The LDAP server access settings are added.

Edit LDAP Server Access Settings

Q

Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

Select [LDAP server settings] from the [Tool] menu.
Select access settings to edit from the list, and click [Edit].

Edit LDAP Server Access Settings, and click [OK].

The LDAP server access settings are edited.

Detail

Refer to p. 5-22 for more information about LDAP server setting.

Delete LDAP Server Access Settings

Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

Select [LDAP server settings] from the [Tool] menu.
Select access settings to delete from the list, and click [Delete].

When the confirmation message is displayed, click [Yes].

The LDAP server access settings are deleted.
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5.6 Display Option Settings

Set items to display in lists such as registered device lists, etc.

Set Display Options

1 Start the Device Set-Up to display main window.

For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Option] - [General] from the [Tool] menu.
Options in general window appears.

When selecting [General] in the Target of setting area with [When
minimized, display only on task tray] checked, the display is made
only on the task tray while in the minimized display.

To update the Device list periodically, check [Update device list pe-
riodically.], and then specify [Update Intervall.

Options in general &‘

[[] then mirimized, display only on task trap,

=
Displayed column of the Device List

Function Selsction Display ider

Update device st periadicaly

Update Interval 1 Minute(s] v

HelolF1) [ [T J[ e ]

Refer to p. 3-1 for more information about Auto protect.
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— Selecting [Display column of the Device List] in the Target of setting
area allows you to select an item to be displayed in the main win-
dow.

Options in general &‘

Taiget of setting,

=}

evice List Header Display Columr:

MAC address 0
Group name i

General
Auta protect

i lumn af the 3

Function Selection Display Order Reaqistered name:
Device addiess
DNS Mame
SMB Mame
P4 Address

1Py Gilobal Address
1P Link Local Address
syslibjectD

sysMlame

sysLocation

Local File Management
Access Restriction

TEP Socket Port Number

TEP Sacket Port Number (55L)
Registration Date

Suppatt Function

FawPart

Spesify as & reception target

OO00000000000O000RERERCO

HelalF1) [ [T J[ cance

— Device List Header Display Column:
Check an item you want to display.

— Up: Move the selected items up.

— Down: Move the selected items down.

— Selecting [Function Selection Display Order] in the Target of setting
area allows you to select an item to be displayed in the Function Se-
lection area of the main window.

Options in general X

Target of setting: Function Selection Display Order:
General
Auto protect FontForm

Authentication and Address settings

Bdministiator setings

Log Viewer -

Receive Loa

The setting is enabled after the application is restanted

Help(F1) [ oK 1 [ Gancel

— Up: Move the selected items up.
— Down: Move the selected items down.

3 Set display options, and click [OK].
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Q

Detail
The settings of the Function Selection Display Order are made valid only
after restart.
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5.7 Displaying the Help

From the help menu, it is possible to display the online help of the Device
Set-up and the individual plug-ins.

Displaying the Help

Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

Select [Help] - [Device Set-Up Help] from the [Help] menu.

It is also possible to display the help information of the individual plug-
ins that have been installed.

— Device Set-Up Help

— Copy Protection Utility Help
- Font Management Utility Help
— HDD Backup Utility Help

- Log Management Utility Help
— Data Administrator Help
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5.8 Displaying the version information

The version information for the Device Set-Up can be displayed.
Procedure

1 Start the Device Set-Up to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

2 Select [Help] - [Version information] from the [Help] menu.

3 Confirm the version.

Data Administrator Version Information X
Data Administrator

with Device Set-Up and Utilites

Version 1.0.0.12141

Copyright 2004-2007, KONICA MINOLTA BUSINESS TECHNOLOGIES INC. All rights reserved

Plug-in version

Q

Detail
When checking the version of the individual plug-ins that have been in-
stalled, click [Plug-in version].

Device Set-Up 5-30



2016.1 © 2008 KONICA MINOLTA, INC.



	Contents
	About this Product
	Trademarks
	1 Getting Started
	1.1 System Requirements
	1.2 Overview of Functions

	2 Software Installation
	2.1 OpenAPI settings
	Installation procedure

	2.2 Installation of Device Set-Up
	Installation

	2.3 Uninstalling

	3 How to Use the Device Set-Up
	3.1 Specifying automatic protection settings
	Installation procedure
	To change settings

	3.2 Main Window
	Menu Bar
	Icon / Tab in main window


	4 Device Registration
	4.1 Search for a supported device
	Register Found Devices
	Registration with the IP address specified
	Registration from the Function access restriction file
	Registration of the local file
	Set the search range
	Edit of the device registered
	Delete of the device registered


	5 Other Functions
	5.1 Network Initial Setting
	Initialize the network of the Device

	5.2 Export/Import of the Device list
	Export of the device list
	Import of the device list
	Import of the Device list from the previous version

	5.3 Function Access Restriction File Settings
	Create a New Function Access Restriction File
	Add a Device to a Function Access Restriction File
	Edit the Function Access Restriction File
	Delete the device information from a Function Access Restriction File

	5.4 Group Settings
	Create a New Group
	Edit a Group
	Delete a Group
	Set the Default Group

	5.5 LDAP Server Access Settings
	Add LDAP Server Access Settings
	Edit LDAP Server Access Settings
	Delete LDAP Server Access Settings

	5.6 Display Option Settings
	Set Display Options

	5.7 Displaying the Help
	Displaying the Help

	5.8 Displaying the version information
	Procedure





