4343-PS341-12

Log Management Utility

User’s Guide




Contents
About this Product ... s sssssssssnss ]
Trademarks and registered trademarks ........ccccciniscmnimmmissnnnsnnesnnneenn. iii
LICENSE ISSUES .......cociieiimrisrsssnsesssssssssssssssssssssss snmsssssssssssssssssssnssssnsssnsasnsns iv
1 Introduction
1.1 Operating ENvironment ........ccocciimmnesmnismmessmesssesssss s sssssnnses 1-1
1.2  Supported MFP DeViCeS .....ccccccurismrmssmmmsssmsmsssmsmsssmsssssassssssnssasanssssas 1-2
1.3  Introduction to FUNCLIONS .......cccccimiiiiememimiises e enannnes 1-2
OVEIVIBW et e 1-2
Log Data that can be AcQuired .........cccevreiiieierieiee e 1-2
2 Installation of Log Management Utility
2.1 INStallation ... —————— 2-1
TOINSTAIl . 2-1
2.2 Iltems that are Installed ... 2-3
23 L 10 T T=3 = 1= 1o o 2-4
3 Starting Log Management Utility
3.1 e 5 3-1
3.2 Main WINAOW ....eemiiiiiiiemmmrrssissmsssrsnsssnms s e s ssmss s sssssssms s s snsssssssssnssssnsnsnns 3-2
£ < S o = 3-2
4 Log Confirmation
4.1 Device Registration ... 4-1
411 Specify as reception target ........occccev e 4-1
Specify as reception target ........coccv e 4-1
4.2 BReceive Log from DeviCe ......cccemmismmmissssmisessmssmsmsssssnmisssssssassnassnes 4-4
421 RECEIVE ... 4-4
422 Receive From Specified DeVICeS .......ccvvveieiiieeiiieeeeee e 4-7
423 Receive Log Periodically From Specified Devices ........cc.ccceevveennee 4-8
. N 07 114 4 T o T 4-9
4.31 Select the Target HiStOry .......ccooviieiiiieiie e 4-9
4.3.2 Details of LOG DiSPIay ....c.eeeeieeereeeeiieeeesree e 4-10
Log Management Utility i



F XU o 11 (o Yo [PPSR 4-10

Communication History (Scan): .....ccccoeeeeeiiereiee e 4-11
Communication History (Fax): ....ccoeoeerieoereieeeee e 4-11
4.4  Log Operations ......ccccuuscmmmissmsmisssmsssmsmssssssnsssss s ssssssssssssssssasssasas 4-13
4.4 S To] 11T SO U PRV PPPRSPRPRN 4-13
442 [ (=Y PSPPSRI 4-15
SpeCifying @ FIEr ...cooeeeiiee e 4-16
Deleting @ Filter ..o e 4-17
443 LOQG SEAICH ..ot 4-18
SEArCHING .ieiieiii ettt 4-18
4.4.4 Detailed INfOrmation ........ccccoeecueiiiiiciiie e e 4-21
445 LOg Deletion ... 4-23

5 Log Management Utility Settings

5.1 File Menu ... s snsss s s ssssss e 5-1
511 Open/Close LOG File ...oov e 5-1
51.2 EXPOI e 5-2
5.1.3 Properties ..o 5-6
5.2  Edit MENU .ot rrercesne s s s s s s s e e 5-7
5.21 (7] o) USSP 5-7
522 SEAICH i s 5-7
5.2.3 LOG DEICHION ..o 5-7
5.2.4 Detailed Log INformation .........c.ooceeriiiiiniiin e 5-7
5.3 Display MenU ........miiiiiiemmirinsisesmssnssssssss s sssssssmsssesssssmsssssssssmssssessssnns 5-8
5.3.1 Toolbar Display ON/OFF .......ccooiiiiieiee et 5-8
5.3.2 SEPAratioON ....eeeeiiiie e e 5-8
5.3.3 Record Display (FIREI) .....eoveiieciiiee et 5-8
5.3.4 ST 110 PRSP 5-8
5.3.5 MOVING ettt e e e e e 5-9
5.3.6 Displayed Item Settings ....cccccveieeeiiiiereee e 5-9
5.3.7 General SEttiNGS ....vovieiiiiiiee e 5-10
L SN ] o) 1 [ o - 5-11

[ST=To7 T o) 1T0] oI e T RSP RUPRP PPN 5-11

AUTO EXPOIE: it 5-12

Periodic ReCEPLION: ...cooceeiiieiieeee e 5-14

6 Error message list

Log Management Utility ii



About this Product

“Log Management Utility”, as plug-in of Device Set-Up, accesses MFP prod-
ucts on the network, and displays log files (operations and processing
records that include monitoring logs and communications history) stored on
these devices. These can be used in management of device usage status,
and in troubleshooting.

Trademarks and registered trademarks

Trademark acknowledgements

Microsoft® and Windows® are either registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries.

Intel and Pentium are trademarks or registered trademarks of Intel Corpora-
tion or its subsidiaries in the United States and other countries.

All other company and product names are trademarks or registered trade-
marks of their respective companies.

Dialog boxes

...

Note

The dialog boxes that appear in this document may differ from those that
appear on your PC, depending on the installed devices, specified set-
tings, and PC that you are using.

N...

Note

Unauthorized reproduction, transiation or duplication of this document
whether in its entirety or in part, is strictly prohibited.

The content of this document is subject to change without notice.

Copyright © 2007 KONICA MINOLTA, INC. All rights reserved.
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LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License

Copyright © 1998-2004 The OpenSSL Project. All rights reserved.
Redistribution and use in source and binary forms, with or without modifica-
tion, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright no-
tice, this list of conditions and the following disclaimer in the documen-
tation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgment:

“This product includes software developed by the OpenSSL Project for
use in the OpenSSL Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used
to endorse or promote products derived from this software without prior
written permission. For written permission, please contact openssl|-
core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor
may “OpenSSL” appear in their names without prior written permission
of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following ac-
knowledgment:

“This product includes software developed by the OpenSSL Project for
use in the OpenSSL Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND
ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIM-
ITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CON-
SEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
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WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(tih@cryptsoft.com).

Original SSLeay License
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@crypt-
soft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the fol-
lowing conditions are adhered to. The following conditions apply to all code
found in this distribution, be it the RC4, RSA, Ihash, DES, etc., code; not just
the SSL code. The SSL documentation included with this distribution is cov-
ered by the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in the
code are not to be removed.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the form of a textual message at program startup or in docu-
mentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modifica-
tion, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list
of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright no-
tice, this list of conditions and the following disclaimer in the documen-
tation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgement:

“This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com)”

The word ‘cryptographic’ can be left out if the routines from the library
being used are not cryptographic related.

4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledge-
ment:

“This product includes software written by Tim Hudson (tjh@crypt-
soft.com)”
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THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EX-
PRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AU-
THOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCI-
DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILI-
TY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The licence and distribution terms for any publically available version or de-
rivative of this code cannot be changed. i.e. this code cannot simply be cop-
ied and put under another distribution licence [including the GNU Public
Licence.]
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Introduction

1 Introduction

1.1 Operating Environment

The operating environment for Log Management Utility is described below.

Supported operating
systems

Windows Vista Enterprise (SP2 or later)*
Windows Vista Business (SP2 or later)*
Windows Vista Ultimate (SP2 or later)*
Windows 7 Enterprise (SP1 or later)*
Windows 7 Professional (SP1 or later)*
Windows 7 Ultimate (SP1 or later)*
Windows 8.1 Pro *

Windows 8.1 Enterprise *

Windows 10 Pro *

Windows 10 Enterprise *

Windows 10 Education *

* 32-bit(x86) and 64-bit(x64) editions are supported.

CPU

According to the recommended system requirements of your oper-
ating system.

Free hard disk space

100 MB or more
However, a separate area for saving acquired log files is also re-
quired.

Memory According to the recommended system requirements of your oper-
ating system.
File system NTFS

The location for saving reception logs cannot be specified on FAT or
FAT32 file systems.

Web browser

Microsoft Internet Explorer
The latest version supported by each OS.

Libraries Microsoft .NET Framework: Both of the following versions are re-
quired.
e NET Framework 3.5 (SP1 or later)
e .NET Framework 4.5 or later
* If you are using Windows 8.1 or Windows 10, install .NET Frame-
work 3.5 separately with the following procedures.
1. Open [Control Panel], and then click [Programs] - [Programs and
Features] - [Turn Windows features on or off].
2. Select the “.NET Framework 3.5 (includes .NET 2.0 and 3.0)”
check box, and click [OK].
3. Complete the installation according to the instructions shown.
Network Computer with properly configured TCP/IP and SNMP protocols.
Display 800 x 600 pixel or better.

16 bit color or better

Refer to the Readme file for the latest information about the operating envi-

ronment.

Log Management Utility
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Introduction 1

1.2  Supported MFP Devices
Y.L

Reminder
Please refer to the Readme to confirm if your MFP is supported by Log
Management Ultility.

1.3 Introduction to Functions

Overview

The main functions of Log Management Utility are described below.

e Acquisition of logs in devices
Acquire device audit logs, scan communication histories, and fax com-
munication histories, and display these on the screen. Contents of the log
can be used to confirm the date and time of operations, operation users,
and operation results. Additionally, logs from multiple devices can be ac-
quired.

e Management of acquired logs
The log display can be sorted by date or number, and searched using pa-
rameters such as transmission type and destination, allowing confirma-
tion of device usage and errors status information. This is effective in
collective management of usage status information.

e |og export
Export an acquired log as a different file (log file). This enables ongoing
management through periodic saving of logs.

Log Data that can be Acquired

Log data that can be acquired by Log Management Utility is described be-
low.

N...

Note
ltems to display, and the width of the display can be changed in [Dis-
played ltem Settings].

Log Management Utility 1-2



Introduction

Audit logs:
No. Item No. Item
1 Result 12 Individual Job Number
2 Result Code 13 Type
3 Operation 14 Address
4 Date and Time of Implementation 15 File Name
5 IF Number 16 Own Box Number
6 Operator Information 17 Box Number of Other Machine
7 Settings/Status 18 Relay User Box Number
8 User/Account Number 19 TSI Table Number
9 Operation Box Number 20 Received Fax Number
10 Security print ID 21 User/Account Name
11 User Job Number 22 External Server Information

Communication History (Scan) logs:

No.

Item

-

Communication Result

Result Code

Number

Destination

Time

Type

Number of Originals

o | N0 |b~|w|N

Remarks

Communication History (Fax) logs:

No.

Item

-

Communication Result

Result Code

Log Type

Number

Destination

Time

Transmission Time

Number of Originals

© | o | Nl o~ lw | N

Remarks

Log Management Utility
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Installation of Log Management Utility 2

| | i
2 Installation of Log Management Utility

2.1 Installation

Install Log Management Utility using the following procedure.

...

Note
When installing, login as a user that has administrator privileges.

Be sure to quit all programs (including virus check programs) that are run-
ning.

When installing the Log Management Utility, the Microsoft .NET Frame-
work is required to have been installed in advance.

The version of Microsoft .NET Framework is based on the OS to be used.
Refer to page 7-1 for details.

When the Device Set-up is not installed, the Device Set-up installer is ac-
tivated. Be sure, first of all, to install the Device Set-up.

To install

1 Double-click [Setup.exe] to start the installation program.

The installer starts.

2 Selectthe language, then click [OK].

Choose Setup Language

Ok ] [ Cancel ]

3 Follow the on-screen instructions to install.

Log Management Utility 2-1



Installation of Log Management Utility

N

Note
If [Start this fool when the PC is started] is selected in the following

screen, then Log Management Utility will be started when the computer

Slarts.

s Log Management Utility

Ready to Install the Program

The wizard is ready to begin installation,
Click Install ko begin the installation.

IF you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Create a Shortcut on the Deskkop.

Start this kool when the PC is started.

<Back || Instal i [ Cancel ]

Log Management Utility
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Installation of Log Management Utility

2.2

Items that are Installed

When installing Log Management Utility, the following items are installed in
the Start Menu and on the Desktop.

Items registered in the Start Menu
e Program

e Online help

e Readme

Items registered on the Desktop
e Shortcut to the program

N...

Note

I/t can also be specified that the “Readme” not be installed in the Start
Menu. When installing, select the [Custom] setup type, and specify the
items to install.

When installing, select whether or not to create registered shortcuts to
the program on the desktop.
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Installation of Log Management Utility 2

2.3

Uninstallation

Uninstall Log Management Utility using the following procedure.
e Use [Programs and Features].
e Run [setup.exe] again

N...

Note
When uninstalling Log Management Utility, ensure that the program is
closed.

Please note that the use of the Log Management Ulility becomes unavai-
able if the Device Set-Up is uninstalled with the Log Management Utility
installed. On an occasion like this, reinstall it with the installer of the Log
Management Utility to install the Device Set-Up.

N...

Note
When uninstalling, a message to confirm whether or not to delete user
settings data will be displayed.
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Starting Log Management Utility 3

I
Starting Log Management Utility

3

3.1

To Start

Start Log Management Utility using the following procedure.

Start from the Windows Start Menu

In Windows, click Start, then All Programs — MFP Utility — Log Man-
agement Utility — Log Management Utility.

Start using the shortcut on the desktop

Double click the “Log Management Utility” icon that has been created on
the desktop.

Automatically start when the computer is started

When the software is started, the main dialog box will be displayed, and a
“Log Management Utility” icon will be displayed on the tasktray.

N...

Note
During installation, you can select whether or not to create a “Log Man-
agement Utility” icon on the desktop.

Configure the program to start automatically with the computer either
auring installation, or from the options dialog box. For details, please re-
fer to “Options” on page 5-11.

At startup, a Protect Function dialog box will be displayed.

For details about auto protect function, refer to “Device Set-Up User’s
Guide”.
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Starting Log Management Utility

3.2 Main Window

When the Log Management Utility is activated, the main window is dis-

played.
2% Data Administrator - [TOP] LER
{4y Fie Function Tool Window Help -8 x
| #3 Reegistration of Device E3 Network Initial Setting
Hasic Selings | Log

Device list

Nure of D 1
Status Stabus Display | oo == Group name Modsl neme e

addiess

Device Selection Fiter
Displey 4l

Q

Detail

Refer to “Device Set-Up User’s Guide” for more information about main
window.

3.3 To Exit

Exit Log Management Utility using the following procedure.
e On the main window, select [File], then [Exit].

Click the [x] (Close) button at the top right of the main dialog box.
Shut down or log off from the computer.

Log Management Utility



Log Confirmation 4

4

4.1

411

Log Confirmation

Device Registration

When using the Log Management Utility, it is necessary to make a search for
a supported device on the network for registration.

As a method for the search/registration of a supported device, the following

are available.

e Method for searching a supported device on the network

e Method for searching a supported device with the IP address specified.

e Method for registering a supported device from the Function access re-
striction file

Q

Detail
For details of the method for search/registration of the supported device,
refer to the user’s guide of the Device Set-up.

Specify as reception target

Specify as reception target

v The setting of [Log Management Settings] is available only for a device
supported by the log management function.

Start Log Management Utility.

C||Ck +d Registration of Device

Log Management Utility 4-1



Log Confirmation

4

3 Select from the list a device from which you want to receive a log and

then click [Edit].

Registration of Device

Registration devics st

Number of Displayed Devicss: 1

Fegistered
name

et Giup

Group name

Model name

Device
address

Help(F1

Search and Fiegister.

Ed..

th
o
=
S

%) Delete

Fiegister from function
access restriction fils.

Update Device Addiess...

Close

iI
E5)

4 Select [Log Management Settings] from the Setup Group area.

— When a device is selected that is not supported by the log manage-
ment function, [Log Management Settings] is not displayed.

Log Management Utility
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Log Confirmation 4

5  Sselect [Enable log reception from this device] and click [OK].

Edit device information - S84 188 S8 _F 8

Selup Gioup:
Basic Sellings
Device addess Action when HOD is full
OpendPl
TCP Sockel
SHMP (3) Ovemrite the HOD

O Stopthe device

Setthe action to be performed when the HDD s full

Loa Reception Enabled Setting

(&) Enable log reception fiom this device.

Other

[] Set as spacified devics for log reception

HellF1] [ 0K ] I Cancel ]

— [Log Reception Enabled Setting] may not be disabled for some de-
vices.

— In order to use [Receive Log from a specified device] or [Receive
Log periodically from a specified device], select also [Set as speci-
fied device for log reception].

— Set the operation of [Action when HDD is full] as necessary.

— The [Save non-supported logs] option is available for some devic-
es. To save logs other than audit logs and communication history,
select this option.

6  click [Close].
A device selected is set as a reception target.
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Log Confirmation

4.2 Receive Log from Device

There are two ways to receive logs. “Receive”, for receiving logs from a se-
lected device only; and “Receive From Specified Devices”, for receiving logs
from all devices that are set as specified device for log reception.

N...

Note

While receiving logs, ensure that the power to the target device is not
switched off.

Depending on the number of logs, some time may be required for log re-
ception.

N

Note

Periodlic, automatic reception of logs can be specified in “Options”. For
detalls, please refer to “Options” on page 5-11.

4.2.1 Receive
1 Start Log Management Utility.
2 From the Device list, select the devices from which to acquire logs.
3 Click [Receive Log] from the Function Selection field.

{4 Fle  Funcion Tool \Window Help

4% Data Administrator - [TOP] EER
a x

| #2 Registration of Device & Network Initial S etting

Basic Settings | Log

Device lit Number of Di 1 Functian S clection

Davice
Giroup name: odel

Status Status Display

Registered
name
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Log Confirmation

4

4 Check the location into which the log is saved and then click [OK].

5

6

Log Management Utility f'5_<|

in the folder below. Tao pratect the log from malicious third party

"j Log tanagement Utility will 2ave the log received from the device
= attacks, it iz recommended that the folder be pratected.

C:sDocuments and S ettings'kaku MACHINEE <PENLocal
Settingsh\Application D atathFP UtiliksDANLMUAR eceivedlog

[ Do nat show this mezzage again.

Check if the log has been received and then click [Close].

-8/ Log Management Utility [Receive Log]

Lag reception is fiished.

Reception Targat
Sta

Fiegistered name: Device addiess

Obtain Status
[ Task ended nomally.

Information:

Click [Log Viewer] from the Function Selection field of main window.

Log Management Utility
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Log Confirmation

4

7 Check the location into which the log is saved and then click [OK].
y X

Log Management Utility will save the log received from the device
in the falder below. To protect the log from malicious third party

! the folder belaw. T tect the log f I third park
attacks. it iz recommended that the folder be protected.

g Managemen

C:\Documents and Settingshkaku MACHINEE_XPE%Local
Settingsi\Application DatasMFP Uil DANLMU\Receivedlog

[ Do not show this message again.

8  Confirmthe log.

B Log Management y [Log Viewer] - [Audit Log]
Ble Edt Dislay telp

e

rarget | peration Character String [ Dete and Time o... _+ | Gperator Infor.
e — = authentication (0201) 19092007 15:20:12  Liser nok ficed _~ |
Authenticstion mode settingchangs (DX0311)  L9[09j2007 152019 Adminitrator 4
Histry: User passiord change n administrator mode (0., 19/09/2007 1S:20:35  Administrator
7 T v in admiistrator mode (0:0325)  19/03/2007 15:20:35  Adminstrator
unpaton Hiso (Scan] User aLthentization (00501) 19/09/2007 152044 Useri 1
5 Communicaion Hiden (Far) Account authentication (0x0511) 19/03/2007 152048 User ok fixed
Achaiistrator ode authentication (D0201)  L9[0S[2007 1520159 Liser not ixed
Authentication mode setting changs (DX0311)  19/09/2007 15:21112  Adminkirator

User password change: n admiristrator mode (... 19/09/2007 15:21140  Administrator
User registration in adriristrator mode (0x0325)  19/09/2007 15:21:40  Administrator

User authentication (0x0501) 19/09/2007 15:21:52 User: 1
Change of user password by user (0x0507) 19/09/2007 15:22:04 User: 1
v |
IReadv Date and time of last update: 19/09/2007 15:23:50 Number shown: 12 Total number: 12

9  click [X] to close Log Viewer.

Log Management Utility



Log Confirmation 4

4.2.2 Receive From Specified Devices

Logs are collectively received from two or more devices set to [Set as spec-
ified device for log reception].

1 Start Log Management Utility.

The main window will be displayed.

2 Click [Log] tab and select [Receive Log from a specified device].

& Data Administrator - [TOP] EEX
{4y Fie Function Tool Window Help -8 x
| #3 Reegistration of Device E3 Network Initial Setting
Basic Settings | Log
=) » LS Es
OpenLog Fiefd) Export LoglE) Flegsive Log iom a speciied | | Fi jcal) fio
device i

— Alternatively, select [Log] - [Receive Log from a specified device]
from the [Function] menu.

3 Confirmthe log.

N

Note

Even if devices are registered, logs cannot be received from these unless
they are set as specified devices for log reception. For details, please re-
fer to “"Specify as reception target” on page 4-1.
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Log Confirmation 4

4.2.3 Receive Log Periodically From Specified Devices

While in the activation of the Log Management Utility, logs are collectively re-
ceived periodically from all the devices that are set to [Set as specified device
for log reception].

1 Start Log Management Utility.

The main window will be displayed.

2 Click [Log] tab and select [Receive Log periodically from a specified

device].
id) Fle Functon Jool Window Help -8 x
| 4 Registration of Device 3 Network Inital Selting
Basic Settings || Log |
<) Es

Receive Log perindicaly fiom

Open Log Fiefd) Export Log(B] g peiiod
a specified device:

Regeive Log from 3 specified
device

a"[}

— Alternatively, select [Log] - [Receive Log periodically from a speci-
fied device] from the [Function] menu.

Note
For details of the Periodic reception interval, refer to page 5-14.

It is possible to activate the periodic reception while in the Windows log-
on. For details, refer to page 5-14.
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Log Confirmation

4.3

Confirm Logs

Received “Audit logs”, “Scan communications histories”, and “Fax commu-
nications histories” are displayed by year and month. The target history can
be specified in Selection View.

4.3.1

Select the Target History

1 Start Log Management Utility, and acquire logs as required.

2 Click [Log Viewer] from the Function Selection field of main window.

3 Select [Target] and [History] in the Selection View given to the left.

- Target:

Target:

] El

History

- (3 2007
moe
2 Communication History (5 can)
€5 Communication History (Fax)

Select target devices and log files.
Devices are displayed with a printer icon, and log files with a text

icon.

— History:
Select the log type. Further selection of each log type can be car-
ried out by year and month.

A list of logs that corresponds to the selected Target and History is
displayed in the Log Information View at right.

If a log type is selected, then all records of that type will be displayed.
If year and month are selected, then records from that selected period
will be displayed.

11

B Log Management Utility [Log Viewer] - [Audit Log] X
File Edt Display Help
I

Taget

[oas st 7

(&

History:

tor (0x0201) 15j0sf2007 15:20:12
19j09}2007 15:20:19

19j09}2007 15:20:35

19j09}2007 15:20:35
19j09}2007 15:20:44
19j09}2007 15:20:48
19j09}2007 15:20:59
19j09}2007 15:21:12
de (0... L9/03/2007 15:21:40
19/09/2007 15:21:40
19j09j2007 15:21:52
19j09j2007 15:22:04

(D
(Dsuccessful
Eerror

Change of user password by Lser (0x0507)

. )

Date and time of last update: 19{03/2007 15:2350 Number shovin: 12 [Total number: 12

Log Management Utility
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4.3.2 Details of Log Display

In each of the displayed log records, you can confirm results of operations,
as well as the date these were carried out and by which user. Items displayed

will differ depending on the log type.

...

Note

Log type items to display, and the width of the display can be changed
in [Displayed ltem Settings]. For details, please refer to “Displayed ltem

Settings” on page 5-9.

Audit logs:

Displays logs of operations carried out on the device. This allows confirma-
tion of information such as results of operations, details of operations, and

users, etc.

B Log Management Utility [Log Viewer] - [Audit Log]
File Edt Display Help

£hlmBHe

11

EEX

Target [ Date and Tme o.

7

13/09(2007 15:20:12
190972007 15:20:19
19/09/2007 15:20:35
19/09/2007 15:20:35
19/09/2007 15:20:44
19/09/2007 15:20:48
u n 13/09(2007 15:20:55
ful hange (00311)  L9/09j2007 15:21:12
(Dsuccessful  User password change in admiristrator mode (0... 19/09/2007 15:21:40
(Jsuccessful  User registration in administrator mode (0x0325)  19/09/2007 15:21:40
(SJsuccessful  User authentication (0x0501) 19/09/2007 15:21:52
B3error Changs of user password by user (0x0507) 19/09/2007 15:22:04

[T v

History:

Administrator
Adminstrator
User: 1
Useri 1

Ready Date and time of last update: 19/03/2007 15:23:50_Number shown: 12 [Total number: 12

N...

Note

Operations results may be preceded by a blank space, and those that are
indented indicate that they are associated with the record above them in
the hierarchy. For these, the user job number is the same, with each op-
eration being differentiated using an individual job number.

Associated Error Job start using image retrieve function via the n,,. 12282006 7:48:12 AM
operations DSucce. .. Job start using image retrieve function via the n... 12/28/2006 10:34:52 AM
rror ob end or job stop/delete using image retrieve ... 121t
(X3 Job end or job stopfdelete using i tri 12/26/2006 1:21:32 PM
uccessfu ceess of user box document by user not ... HiH
Individual 5 ful f user bax d t b (HOD nat i, 12(26(2006 4:08:12 FM
operations Error Access of user box document by user (HDD not i... 12/28/2006 6:54:52 PM

Log Management Utility
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Communication History (Scan):

Displays scan job logs. This allows confirmation of information such as com-
munication results, job numbers, and destinations, etc.

B Log Management Utility [Log Viewer] - [Communication History (Scan) : 2007/10]
Ele Edt Disply belp

e
1yt
e Commirica . [ Naker | bestnation [ Time 7 = o 1
[ T —— T oo, 10[3(2007 ZAZ00PM  Emal !
Histoy:
51 Audit Log
= 2» Commurication History (Scan)
2007
=]
= 5 Communication History (Faxl
2 207
=Rl
Jrescy Date and e of ast update: 10/1/2007 2:12:53 FM [Nunber shown 1 Total number: |

Communication History (Fax):

Displays fax job logs. This allows confirmation of information such as com-
munication results, job numbers, and destinations, etc.

B Log Management Utility [Log Viewer] - [Communication History (Fax) : 2007/10]
Ele Edt Disply belp

= 2» Commurication History (Scan)
@ 207

@
= 5 Communication History (Faxl
207

[rsacty

Results status indicates the following.

Date and time of last update: 10/1/2007 2:12:53 P [Number shown: 3 Totsl number: 3

e
1y
P o e [hober [ Destirion [Tine 7 o
B (B e 10]1/2007 Z0m00PM 0 =]
(Asuccessful  FaxRx £ 10/1/2007 ZiOB0OPM 0 =
History: (Asuccessul  Fax R 3 10/1/2007 2210:00PM 0
(1] Awdit Log

Lel«le]

History Type Item Status Condition
Audit log Result Successful The operation was successful
Error Error in the operation

Log Management Utility
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History Type Item Status Condition

Communication Communication | Successful The communication was successful
History Result - -

(Scan) Error Error in the operation
CQmmumcahon Information Cancelled in the operation

History

(Fax)

Use the vertical scroll bar to confirm records on the page, and to scroll the
page.

To first page
[ pag

Result Date and Time 0., #

Cperation Character String

To previous

LS Job execution start using FAX relay Function (Dx,,, 1/30{Z007 2:01:07 AM page
Errnr’ Job end or job stop/delete using FAX relay Funct... 1/30/2007 2:02:47 &M Pub
EErrar User box registration by user (0x0605) 1/30{2007 2:04:27 AM Acc
Job start using TSI routing Function {registration... 1/30/2007 2:06:07 &M Acc
Job execution start using TSI routing Function {0.., 1J30/2007 2:07:47 AM
Job end or job stop/delete using T51 routing fun...  1/30/2007 2:09:27 AM  Use
Released service mode authentication Failure loc,,, 1§30/2007 2:11:07 AM Log
Start of print job from user box (registration) (0., 1/30/2007 2:12:47 M Acc
Print job execution stark from user box (01311 1)30/2007 2:14:27 &M
Print job end or job stopfdelete from user box ... 1/30/2007 2:16:07 AM  Log
Account authentication (0x0511) 1/30/2007 2:17:47 AM Use | _Content of
Job start using FAY auta Forwarding function {re.., 1/30/2007 2:19:27 M Adr
DSucce... Job execution start using FAX auto Forwarding F... 1)30/2007 2:21:07 AM page
Error Job end or job stop/delete using FAX auto forw,,, 1/30{Z007 2:22:47 AM Ser
@Errnr “hange of HDD lock password setting {0x0405) 1/30/2007 2:24:27 AWM Acc
Ederrar Released service mode authentication Faillure loc,,, 1J30/2007 2:26:07 AM Put
DSLIEEESSFU' User box deletion by user (0x0606) 1/30/2007 2:27:47 AM  Log
EdErrar Job start using TSI routing Function {registration,., 1§30/2007 2:29:27 &M Use
Em:lr Job execution start using T31 routing function {0... 1f30/2007 2:31.07 AM
DSucce... Job end ar job stopjdelete using TSI rouking Fun,,.  1§30/2007 2:32:47 &M Use
Dsuccassful Change of service authentication passward For ... 1/30/2007 2:34:27 M Adr
DSuccassFuI Job start using copy Function (registration) (0x1.,. 1j30/2007 2:36:07 AM Acc

Error Job execution start using copy function (Ox1111)  1/30/2007 2:37:47 AM hd

Succe...  Job end or job stop/delste using copy Funckion .., 1/30/2007 2:39:27 &M Pub ¥

q&ror Main power on (0x0AD1Y 1/30/2007 2:41:07 AM &3
4

To next page

To last page

N

Note
Movement between pages can be carried out either with the icons on the
page bar, or by selecting [Move] from the [Display] menu.
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4.4 Log Operations

Log records can be sorted, selected using conditions, searched, and delet-
ed.

441 Sorting

Records can be sorted in descending or ascending order for different items,
by clicking each item name.

The A mark indicates that items are sorted in ascending order: click this
again to sort in descending order.

B Log Management Utility [Log Viewer] - [Audit Log] FEX

Ele Edt Display Help

Rl 1PN

1y
Tanget Result Operation Character String qDateandT\meu + | Jperator Infor.
5 3 Bsucwta ) (em—r—
(successful  Authentication mode setting change (0:0311)  19/09/2007 15:20:19  Admiistrator
History: [successful  User password change in administrator mode (0., 19/09/2007 15:20:35  Administrator
BE=] fust Log] (D successul in administrator mode (0x0325)  19/09/2007 15:20:35  Administrator
S 2007 (Ssuccessfd  User authertication (0x0501) 19/09/2007 15:20:44  User: 1
B0 Eerror ‘Account authentication (0x0511) 19/09/2007 15:20:45  User nok fixed
2 Communication Histoy (Scar) [Dsuccessful  Administrator mode authentication (0x0201) 19/09/2007 15:20:59  User ok fixed
€5 Communication History [Fax] [Dsuccessful  Authentication made setting change (x03113  19/09/2007 15:21:12  Administrator
(5uccessful  User password changs in administrator mode (0... 13/05/2007 15:21:40  Administrator
(Dsuccessful  User registration in administrator mode (0x0325)  19/09/2007 15:21:40  Administrator
(Jsuccessful  User authentication (0x0501) 19/09/2007 15:21:52  User: 1
Berror Change of user password by user (0x0507) 19/09/2007 15:22:04  User: 1

Ready Date and time of last update: 19{03/2007 15:2350 Number shovin: 12 [Total number: 12

ltems that can be sorted differ as follows depending on the log type.

History Type Items that can be sorted

Audit log Date and Time of Implementation
User Job Number

Individual Job Number

Communication History (Scan)

Time

Communication History (Fax)

Time

Log Management Utility
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N

Note
Depending on the number of records, some time may be required for
processing.

Note
If logs take up multiple pages, then information on all pages is sorted.

Log type items to display, and the width of the display can be changed
in Displayed ltem Settings. For details, please refer to “Displayed ltem
Settings” on page 5-9.
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4.4.2 Filter

Extract and display only records that match certain conditions.

Conditions that can be specified differ as follows depending on the log type.

Item Detail Audit log | Commu- | Commu-
nication nication
History History
(Scan) (Fax)
Start Specify the target start dateand | O O O
time.
End Specify the target end date and | O O O
time.
Result Specify the target operationsre-| O
sult.
Communication Re- Specify the target communica- O O
sult tion result.
Operation* Specify the target operation. O
If no operation is specified, then
this is “No Conditions”
Operator Information | Specify the target operator in- O
formation.
Type / Transmission Specify the target transmission | O @)
Type type.
Log Type Specify the target log type. O
Address* Specify the target address. O
Destination* Specify the target destination. O O
File Name* Specify the target file name. O
User/Account Name* | Specify the target user names O
and/or account names.
External Server Infor- | Specify the target external serv-| O
mation* er information.
Remarks* Specify text for the target re- O O
marks.
Distinguish upper Specify whether a distinctionis | O O O

case and lower case
letters

made between upper and lower
case for input text strings.

* For items that have text input, records that include input text are displayed as those which
match certain conditions (partial matching).

Log Management Utility
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Specifying a Filter

1

2

Open the Log Viewer and click on the Toolbar.

— Alternatively, select [Filter] from the [Display] menu.

Specify conditions, then click [Configure].

— Dialog boxes for configuring conditions will differ depending on the

log type.

Audit logs:

Filter

Only display records on the screen that match the set conditions.

{AudiCg) Communication Histary (Sean) | Communication Histery (Far |

Flange
Start [ N 2 | =
End [ =T E| | =

Result ¥ Successiul ¥ Enor

Operation; [

Operator Information: [rem |

I]

User/Biecount Nae:

I™ Distinguish upper case and Jower case letters L
Help F1) Cancel

Communication History (Scan):

Filter

Only display records on the screen that match the set conditions.

Auclt Log | Commiieatan Hisior (3230 | Communication Histary (Fax] |

Range
Start [ =T = | =
End [ = | =

Communication Resul: ¥ Successiul W Infermation v Emer

Tipe [ie =l

Destination: [

I Distinguish upper case and lower case Ietters Bestors Standard Values
Help (1) Cancel

Log Management Utility
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Communication History (Fax):

Filter 3
Drly display records on the screen that match the set conditions.
Aucit Log | Communicalion History [Scan]  Commurication History IF ax) \
Range
Statt [From Start B =] | =
End: [ToEnd = =[] =
Communication Resuk W Successfl W Infomaton M Engr
Log Type [y 3 |
Destinatior: |
™ Distinguish upper case and lower case leiters Risstors Standerd Valuss
Help IF1] Cancel

Displays only records that match certain conditions.

...

Note
Depending on the number of records, some time may be required for
processing.

N...

Note
ltems in which text is input cannot use characters that are used in wild-
cards (*and ?).

Click [Restore Standard Values] on the screen where conditions are con-
figured in order to restore original settings.

Deleting a Filter

To delete a filter, either click |21 on the Toolbar, or select [Record All] from
the [Display] menu.
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4.4.3 Log Search

Search records that match certain conditions.

Conditions that can be specified differ as follows depending on the log type.

Item Detail Audit log | Commu- | Commu-
nication nication
History History
(Scan) (Fax)
Result / Communica- | Specify the target operationsre-| O O O
tion Result sult.
Operation* Specify the target operation. O
If no operation is specified, then
this is “No Conditions”
Operator Information | Specify the target operator in- O
formation.
Type/Transmission Specify the target transmission | O O
Type type.
Log Type Specify the target log type. O
Address* Specify the target address. O
Destination* Specify the target destination. O O
File Name* Specify the target file name. O
User/Account Name* | Specify the target user names O
and/or account names.
External Server Infor- | Specify the target external serv-| O
mation* er information.
Remarks* Specify text for the target re- O O
marks.
Distinguish upper Specify whether a distinctionis | O @) O
case and lower case made between upper and lower
letters case for input text strings.
Search Direction Specify the search direction. O @) @)

*

For items that have text input, records that include input text are displayed as those which
match certain conditions (partial matching).

Searching

1

Open the Log Viewer and select the types of log, and periods for target
logs from Selection View at left.

2 On the Toolbar, click & .

— Alternatively, select [Find] from the [Edit] menu.

3 Specify conditions, then click [Find Next].

Log Management Utility
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4

Dialog boxes for configuring conditions will differ depending on the

log type.
Audit logs:

Au

it Log Search [ % & a« W]

Search Aange
Date and Time of Implementation:  13/09/2007 - 19/09/2007

Result

W Successful ¥ Emor

)

Dperation: |

Operator | mfomation: [0

Laf L

User/dccount Name:

Other

I Distinguish upper case and Jower case etters

Search Direction

© Up " Down

Help F1] Bestore Standard Yalues |

Cloge

Communication History (Scan):

Search Communication History (Scan) [

Search Range
Time: 104142007 - 104 /2007

Communication Fesult

W Successful W |nformation v Emor

Tvpe: [ (8

Destination: |

|
Other

I Distinguish upper case and Jower case letters

Search Direction

© Up ' Down

Help [F1] Restore Standard Values

LCloze

Log Management Utility
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— Communication History (Fax):

Search Communication History (Fax) [F 58 58 158 &3] E|

Search Range
Time: 1041/2007 - 10/1/2007

Communication Fesult

¥ Successful [ Information W Ermor

Log Twpe: | [l ﬂ

Destination: |

Other

I Distinguizh upper case and lower caze letters

Search Direction

~ Up " Dawn

Help [F1] | Restore Standard Values | LCloze |

— Records that match certain conditions are sequentially searched,
and the found records selected.

The Filter configuration dialog box will remain displayed, from where
additional searches of records can be carried out.

4  Toend searches, click [Close].

N...

Note
Depending on the number of records, some time may be required for
processing.

N

Note
The target for searches will be the log types and periods specified in “Se-
lection View”. To change the target, re-select these in Selection View.

ltems in which text is input cannot use characters that are used in wild-
cards (*and ?).

Click [Restore Standard Values] on the screen where conditions are con-
figured in order to restore original settings.
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4.4.4 Detailed Information

Confirm detailed information regarding selected records.

Either double click the records to confirm, or select the records, then select
Detailed Log Information from the Edit menu.

Audit logs:

Settings/Status
Userfdcoount Number
Operation Baox Mumber
Security print 10

User Job Number

4

E® Detailed Log Information [# % - Audit Log]
Details

Itemn | Contents fa
Fesult Successiul
Result Code oK
Operation Character Sting Authentication mode setting change [0
Date and Time of Implementation 15/09/2007 15:20:19
IF Mumber Operation panel (0x10] 3
Operatar Information Administrator

HelplF1)

Communication History (Scan):

B8 Detailed Log Information [ #9

. % %) - Communication History (Scan)] &l

e Previous

Details:
Item [ contents
Comrmunication R esult Successful
Result Cods Commurication DK
Number
Destination
Time 104172007 2:12:00 PM
Tupe E-mail
MNumber of Originals 1
Remarks MFP_45C007100114110

Hext

_. Copy

Help(F1]

Communication History (Fax):

B8 Detailed Log Information [#9

. . - Communication History (Fax]] &l

6 Frevious

Remarks

Details
Itemn | Contents
Communication R esult Successiul
Result Code R from TEL
Log Type Fax R
Number 33
Destination
Time 104172007 2:04:00 PM
Transmission Time 12:00:47 AM
MNurnber of Originals 0

L1

Hesxt
_‘ Copy

HelplF1)

Log Management Utility
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N

Note
Switch between displayed records using [Previous] and [Next].

Click [Copy] to copy the text contents to the clipboard.
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44,5 Log Deletion

Delete unnecessary log records.

N...

Note
Deleted logs cannot be restored.

...

Note
Records within log files cannot be deleted.

Selected records only cannot be deleted. Select using a range.

If the range for deletion corresponds to a record that is at the top of a hi-
erarchy, then all records included within this will be deleted.

1 Select the types of log, and periods for target logs from Selection View
at left.

2 Select [Delete Log] from the [Edit] menu.

3 Specify the records to delete, then click [Delete].

Delete Log [* % & 4 ¥ - Audit Log]

'T Delete history? Once deleted, the history cannot be recovered

Ta delste, click [Delete].
To cancel, click [Cancel].

Deletion range

Start | From Start =l =l =
End: |To End ﬂ | J ‘ =2
Help(F1] Delete |
4 Click [Yes].

Log Management Utility

Okay to delete logs within the specified range?

The logs within the specified range will be deleted.
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|| [l
Log Management Utility Settings

5

5.1
5.1.1

File Menu

Open/Close Log File

Open an exported file and confirm the log records.

1

Start the Log Management Utility to display main window.

— For details of the method for displaying the main window, refer to
page 3-1.

Click [Log] tab and select [Open Log File].

e E3 Network Inifial Setting

| 2

Open Log Fief4)

Expoit Log(B]
uuuuuu

=B

Receive Log periodicaly from
a specified device

— Alternatively, select [Log] - [Open Log File] from the [Function]
menu.

Select log to open and click [Open].

— The log file will be opened.
— Sorting and filtering functions can be used on records in opened log
files, in the same way as with logs received from devices.

N...

Note

Up to ten log files can be opened at the same time.

To close opened log files, either click the “Close Log File” icon on the
Toolbar, or select [Close Log File] from the [File] menu. If [Close Log File]

Log Management Utility 5-1



Log Management Utility Settings

5

/s not available, then confirm that the “Target” is the log file in Selection
View at left.

5.1.2 Export

Save logs received from devices as log files.

1

Start the Log Management Utility to display main window.

For details of the method for displaying the main window, refer to
page 3-1.

2

Click [Log] tab and select [Export Log].

<% Data Administrator - [TOP]

EEX
{4y Fle Function Tool \indow Help -8 x
=) | + Registration of Device E3 Netwark Initial S etting

Basic Setings | (09|

an‘g»

<

Ressive Log from 3 specified
device

Open Log Fief4) Export Log(B]

Receive Log periodicaly from
specified device:

=B

Alternatively, select [Log] - [Export Log] from the [Function] menu.

3

Select the device from which to export the log, then click [Next].

B | og Management Utility [Export Log] (Step 1/7)

X

Select the device whose log will be exported.

Target Device far Expart:

Registered name Device address Physical address

Log version | Disk space used
(00 200:

711.0

HelnfF1) T |

Cancel

Only one device can be selected.
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4

5

Select the log type, then click [Next].

B Log Management Utility [Export Log] (Step 2/7)

Select the type aof log to be exported.
Target Log for Export:
Log type:

HelplF1) Back Y New> | Cancel

— Only one log can be selected.
— Logs without records will not be displayed.

Specify the range of the log, then click [Next].

E. | og Management Utility [Export Log] (Step 3/7)
Specify the range of the log ta be exported.
Save range
Start: |FIUI'|1 Start j | J | —
End: [ToEnd =l = =
HeflF1) Chak ] Mens | Cancel

Log Management Utility
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6 Specify the destination folder, file name, and file type.

B, Log Management Utility [Export Log] (Step 4/7)

Select the export destination and file format.

Destination Folder:

=

File namme:

‘ -AUD-2007-03-19-0071

File Type:

|MFP operation lag file [* Imu) j

[¥ Delete the saved record from the received log.

Help(F1)

Browse.

Nest > I

Cancel |

— If [Delete the saved record from the received log] is selected, then
after saving, the record will be deleted from the received log.

- “MFP operation log file” is a file type that can be displayed using
Log Management Utility. If a different format is selected when sav-
ing the file, then it will not be possible to view this using Log Man-

agement Utility.

— If saved while using the filter functions to select the number of logs
to display, then all logs (including those that are not displayed) in
“MFP operation log file” format will be saved; whereas if these are
saved in other file formats, then only records that are displayed will

be saved.
1  Click [Next].

8  Confim details, then click [Start].

Cancel

B Log Management Utility [Export log] (Step 5/7)
The export will start uzing the following settings
Setup Information
Device name:
Target Log: Audit Log
Taiget Range: From Start - ToEnd
Delete Setting: Delete
Export Destination: | C:\ © 0 -AUD-2007-09-15-0071 Imu
File Type: MFP operation log file [=Imu]
Export Size: 36.00KE
HelnlF1) P .E’TI

Log Management Utility
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9  Click [Finish].

B, Log Management Utility [Export Log] (Step 7/7)

i ) The expart finished normally.

Click the [Finish] button ta finish the export.

Help(F1)

[ cerie ]

|

— To save more logs, click [Continue], and repeat from step 3.

...

Note

Records are saved sorted into “Date and Time of Implementation” and

“Time”.
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5.1.3 Properties

Display detailed information about devices and log files selected as “Tar-
gets” in the Selection View at left.

1 Open the Log Viewer and select the target devices and log files in Se-
lection View at left.

2 From the [File] menu, select [Properties].

Properties will be displayed.

Properties g‘
Options
Type: Device Save location: CADocuments and SettingshKo
Marne: o - Date and time created: Monday, Detober 06, 2008 11:1
Device addiess: - Date and time of last update:  Fiiday, October 17, 2008 1:47:2
Physical address: 00:20:68:E1:43.CD Total size: 4.34KB (5,060 bytes)
Log version: 1.0 Log Reception Speciication  Off

History Information

Histay niame Statting Date and Time Ending Dats and Time Size
Audit Log 0.00KE [0 bytes]
Commurication Histar... Wednesday, Octaber 15, 200... Thursday, Dctaber 16, 20081, 242 KB [2.480 bytes)
Communication Histar... Wednesdsy, Octaber 15, 200... Thursdap, Octaber 16, 2008 1. 252 KB [2.580 bytes]

Heor
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5.2 Edit Menu
5.2.1 Copy

Copy the contents of a selected record to the clipboard.

Select the record.

From the [Edit] menu, select [Copy].

The content of the displayed record is copied to the clipboard as text.
This text can be used by pasting it into other applications.

Example of copied text (Audit log):

Result:

Operation:

Date and Time of Implementation:
Operator Information:

User/Account Name:

Successful

User information write in administrator mode
(network) (0x032A)

12/27/2006 11:28:12 PM

Account: 1

5.2.2 Search

Select [Find] from the [Edit] menu in order to search for records that match
certain conditions. For details, please refer to “Log Search” on page 4-18.

5.2.3 Log Deletion

Select [Delete Log] from the [Edit] menu in order to delete unnecessary log
records. For details, please refer to “Log Deletion” on page 4-23.

5.2.4 Detailed Log Information

Select [Detailed Log Information] from the [Edit] menu in order to confirm de-

tailed information regarding selected records. For details, please refer to

“Detailed Information” on page 4-21.
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5.3
5.3.1

5.3.2

5.3.3

5.3.4

Display Menu

Toolbar Display ON/OFF

From the [Display] menu, select ON/OFF for display of the “Toolbar”, “Status
Bar”, and “Page Bar”.

B8 1 .op Management Utility [
File Edit NejEsEM

Help

v Toolbar
v Status Bar
v Page Bar
Separation

Separation

Select the proportions for display of Selection View on the left, and Log In-
formation View on the right.

Select [Separation] from the [Display] menu in order to move the border be-
tween the left and right parts of the screen. Move this with the mouse, and
click to fix the position.

N...

Note
Alternatively, move the line between the left and right parts of the screen
by dragging it with the mouse.

Record Display (Filter)

Select [Filter] from the [Display] menu in order to extract and display only
records that match certain conditions. For details, please refer to “Filter” on
page 4-15.

Select [Record All] from the [Display] menu in order to cancel the filter, and
to display all records.

Sorting

Select [List By] from the [Display] menu, and then select an item from the
menu that is displayed in order to use that parameter to sort records in as-
cending order. Select this item again to sort in descending order.

Alternatively, sorting using the “Item name” in Log Information View. For
details, please refer to “Sorting” on page 4-13.
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5.3.5 Moving

Select [Move] from the [Display] menu, and then select a destination from the
menu that is displayed in order to move the cursor (currently selected target).

Move the page either using the vertical scroll bar, or with the icons on the

page bar.

5.3.6 Displayed ltem Settings

Change items to display for each log type, and the width of the display.

1 From the [Display] menu, select [Displayed Item Settings].

2 Select the “History Type” for which to configure items.

Displayed Item Settings

Select the item to be displayed.

History Type:

| AuditLog

Dretails:

Result

O Result Code

Operation Character String
Date and Time of Implementation
[ IF Mumber

Operatar Infarmation

O settings/Status

O Userféccount Mumber

O Operation Box Mumber

O security print 1D

O User Job Mumber

O Individual Job Mumber
M-

Wwidth of selected column [pixels]:

Help(F1)

W

®

Cancel

3 Fromthe [Details] list, select [Show]/[Hide].

— If selected, an item will be shown.
— Settings can also be changed using [Show]/[Hide] at the right of the

dialog box.

4 Specify other conditions as required.

— Width of selected column (pixels):
Specify the display width in pixels. The range is 0 to 999.

— Move Up: Move an item up in the display.

- Move Down: Move an item down in the display.

Log Management Utility
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5

— In Audit Log, the display order for “Result” and “Communication

Result” cannot be changed.

5 Click [Setting].

Display items will be changed.

5.3.7 General Settings
Specify the maximum number of records to display on one page.

1 From the [Display] menu, select [General Settings].

2 Specify the maximum number of records to display on one page.

General Settings Pz|
Log Information Display Settings

M aximum Mumber of Displayed Records Per Page: 1DDDQ [500 - 2000)

Cancel |

Help(F1]

3 Click [Setup].
The display settings will be changed.
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5.4 Options

Select [Options] - [Log Management Options] from the [Tool] menu to specify
Log Management Utility reception logs, and conditions for operation.

The Options settings dialog box has a Reception Log, Auto export, and a

Periodic Reception.

Reception Log:

Log Management Options

Satting Group:

Fieception Log
Auto export
Perindic Reception

Help(F1

=

Fieception Log Folder

Folder,
C:\Diocuments and Selfings\umest st Sk 4L ocal Sellingsidpplication

Data\MFP UtiiDALMUINReceivedLog
Change Folder...
Display reception log folder at startup

Folder for norvsupported logs

Folder:
C:ADocuments and Settings' we o wss e \Local Settings'applcation

Data\MFP Ut DAVLMU*obLog
Change the falder.

o J[ o]

Settings Item

Description

Reception Log Change Folder Specify the save location for logs acquired from
Folder devices.
Display reception Specify whether or not to display the reception log

log folder at startup | folder at startup.

Folder for non-sup- | Change the Folder If [Save non-supported logs] is selected in the

ported logs

[Log Management Settings] dialog box, specify
the save location for logs other than audit logs and
communication history.

N

Note

If there are already reception logs, then the save location for reception
logs cannot be changed. In order to change the save location, ensure this
has no logs stored, by either exporting or deleting any existing logs.
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Auto export:

Log Management Options

Sating Group

Re

Operation when reception log is at masimum capacity
@ Specily masimum size for each device and overvite log

) Automatically export log

Operation when log version is changed

@) Defete ald version of log

() Autamatically export old version of lng

&

HelelF1 ok I [ Cancel
Settings Item Description

Operation when reception log is at maxi-

mum capacity

Specify the operation when the reception log is at
maximum capacity.

Specify maximum size for each device and
overwrite log:

Overwrite the log when the reception log has
reached its maximum capacity. Click Detail to
specify the maximum disk capacity.
Automatically export log:

Automatically export the log when the reception
log has reached its maximum capacity. Click De-
tail to specify the proportion of the log to be auto-
matically exported.

The folder for automatic export of logs can be
specified in Auto export at the bottom of the dia-
log box.

Operation when log version is changed

Specify handling of received logs when the ver-
sion of the log for the registered device has
changed.

Delete old version of log:

Deletes saved old versions of reception logs.
Automatically export old version of log:
Automatically exports saved old versions of re-
ception logs.

Auto export

Change Folder

Specify the save location for the automatically ex-
ported file.

Log Management Utility
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N

Note

If the log version for registered devices has changed, then Log Manage-
ment Utility cannot bulk manage reception logs that are created using log
versions from before the change together with those created using log
versions from after the change.

If [Delete old version of log] is specified in [Operation when log version is
changed], then the deleted reception logs cannot be restored.

Q

Detail
File names for automatically exported files are as follows.

LOG - Text string indicating the log type - date and time of first record -
date and time of last record

For example, when exporting an audit log for the period “2004/11/5
13:00:24 to 2005/2/25 04:39:12" the file name will be “LOG-AUD-2004-
17-05-130024-2005-02-25-043912.Imu”.

The part of the string above indicating “AUD” for audit logs is replaced
with “SCAN” for communications (scan) logs, and “FAX” for communica-
tions (fax) logs.
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Periodic Reception:

Log Management Options &

Setting Group

Feception Log Pesiadic reception interval
X

Time from end of reception until start of next reception:

45 minutes v

Startup Settings

Start periodic reception when logging onto Windows:
[] Minimize on start-up

Display only on the Task Tray when minimized

e [ J[ cance

Settings Item Description

Periodic reception interval Periodically acquires logs while Log Management
Utility is running. Specify the interval for receiving
logs.

Start periodic reception when logging onto | Start Log Management Utility at Windows logon.

Windows

Minimize on start-up Start Log Management Utility minimized.

Display only on the Task Tray when mini- Shows Log Management Utility only in the task

mized tray, and not on the Taskbar when minimized.

Note

The [Receive Log Periodically] function cannot be configured to be ena-
bled at the same time as “Auto Protect Functions”.

Q

Detail

Even if [Receive Log Periodically] is set, logs cannot be received from de-
vices unless they are specified as targets for reception processing. For
detalls, please refer fto “Specify as reception target” on page 4-1.
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6 Error message list

An error message may appear while Log Management Utility is being used.

An error code appears after the message describing the error.

Log Management Utility

.
\l) Mo karget device For reception. {112)

The corrective measures for the various error codes are described below.
Follow the described procedure.

Error Code Number

Description

22,123,101, 102, 201, 221, 245,

Reinstall the Utility.

9110.
28 Take action as an administrator.
9024, 9109 A memory error has occurred.

9002, 9017, 9018, 9021, 9028-
9030, 9032, 9035-9039, 9043,
9103, 9105, 9106

A communications error has occurred.

220, 287, 90083, 9102, 9107, 9108

Not supported by this device.

286, 9006, 9008, 9013, 9015,

Change device settings, then try again.

9044

9007 The device is in security protect status.
303, 306, 3200, 4000-4010, 9004, | Change settings, then try again.

9011, 9014

9005, 9012 Wait a short period, then try again.

20, 21, 24-27, 30-39, 222-244,
246-267, 270-274, 277-283, 285,
288-302, 304, 307-317, 400-413,
450-470, 472, 500, 700-716,
3100, 3101, 3110, 4011, 9000,
9001, 9010, 9019, 9020, 9100,
9101, 40039, 40041

Try again.

9009, 9016, 9022, 9023, 9025-
9027, 9031, 9033, 9034, 9040-
9042, 9104

Consult with an administrator.

29, 268, 269, 275, 284

Restart the Utility.

305, 471

Unsupported log file.

Log Management Utility
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Error Code Number

Description

1

The process has been cancelled by the user.

Log Management Utility
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